Unlock the Intelligence
of your Data

Your data have a story to tell. Discover patterns of
suspicious/malicious behavior hidden inside your
network activity.

(@) ClearSkies

AN ODYSSEY PRODUCT




PLATFORM

ClearSkies™ Threat & Vulnerability Management Platformm empowers you to
build a cyber resilient organization by supporting you in anticipating, responding
to, swiftly recovering from and adapting to cyber, insider and third-party
threats. This is achieved by intelligently and swiftly associating threats with
corresponding vulnerabilities, to accelerate the rate at which you identify and
respond to actual threats.

The Platform is the foundation on which ClearSkies™ products and add-ons

are built. The ClearSkies™ line of products and services enables organizations,

as well as Managed Security Service Providers (MSSPs), to modernize their SOC
capabilities by unlocking the intelligence of their data to effectively managing
digital risk while meeting compliance requirements. By optimizing their overall
security posture, organizations are able to safeguard the confidentiality, integrity
and availability of their sensitive information.

ClearSkies™ Cloud SIEM offers an array of modern SIEM core capabilities,
granting real-time visibility of your security posture as well as detection and
response capabilities. Add-ons include Active Defense, Endpoint Detection &
Response (EDR), Identity & Access, Vulnerability Management and Third-Party
Integrations “Data Enrichment”, available to be procured at any time based on
your needs and budget.

With Orchestration and Automation at the core of the investigation process,
actions are prioritized according to threat and asset classifications, as well as risk
classification, depending on your organization’s risk appetite.

ClearSkies™ gives our Board a
comprehensive bird’s-eye view, with
drilldown capabilities, of what is happeni
in our digital environment at all times.

Marlow Navigation, Cyprus
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CLEARSKIES™ CLOUD SIEM

Unravel Real-Time Visibility

ClearSkies™ Cloud SIEM Stores, processes, and intelligently analyses vast volumes of
heterogeneous historical and current log and event data in real time in a fraction of the time
needed by traditional SIEMs. The data collected from heterogeneous sources is combined with
evidence-based knowledge of emerging threats and vulnerabilities to produce actionable
information.

(v) Timely spot suspicious/malicious threats/behaviour
(v) Effortlessly monitor your compliance status
(~) Customized working environment

@ Reduce False-Positive Alerts

It streamlines your Threat Management Process by significantly accelerating your proactive threat
detection and response capabilities, thus drastically reducing your “Detection Deficit” (time
between breach and discovery). At the same time, it safeguards the Confidentiality, Integrity and
Availability of sensitive information found within log and event data.
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SERVICEMODULES

A well-rounded set of ServiceModules

(

Event Management

Efficiently and effectively
monitor, classify and
manage events according
to their severity.

\

E

User & Entity Behavior
Analysis (UEBA)

Profile/baseline user
related host/network/
application activities for
detecting suspicious/
malicious behavior and
intrusions by identifying
meaningful anomalies or
deviations from “normal”
patterns of behavior.

(
Compliance
Effortlessly navigate
the requirements of
the Standards and
Regulations, define their
scope, review their status,

and identify actions for
timely remediation.

-

www.clearskiessa.com
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Reports

Appropriate and accurate
reporting can help you
keep an eye on your
compliance obligations as
well as your internal audit
requirements.

~
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Real-Time Analysis

Search and associate
through billions of current
and historical log and
event data, using the
power of big data, to
visualize your results in
seconds and identify
patterns of suspicious/
malicious behaviour.

Threat Intelligence

Optimize your security
posture is an ongoing
process of proactively
adapting to the ever-
changing information-
threat landscape.
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Dashboards
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An overview of your
security alerts status,
performance, availability,
user behavior, and other
metrics that are more
relevant to you.

SOAR

Streamline the
automation,
orchestration,
investigation, and
prioritization of response
actions, to contain or
intercept a threat.

&

Performance &
Availability

Proactive monitoring of
the performance and
availability of network
devices, systems and
communication links by
collecting and processing
Netflow and SNMP log
and event data.
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ADD-ONS

Combine
ClearSkies™
cloud-based
products to
minimize your
digital risk
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Active Endpoint
Defense
Detect & Respond
Lure and Trap to Malware & Insider
Threat-Actors Threats Before it is
Post-Breach too Late
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Identity & Vulnerability
Access Management
Stay on Top of your Focus on real threats
User Base & reduce false
positives
_ J \_ J

Since we started using ClearSkies™
products, we have improved our strategic
decision-making due to the crucial security
context found in the information they
provide.

Nesma & Partners, Kingdom of Saudi Arabia
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ACTIVE DEFENSE

Hunting the Attackers, not the Attacks

ClearSkies™ Active Defense, is a post-breach detection technology which deceives cybercriminals
into thinking they have discovered a way to escalate their privileges, perform lateral movement, and/or
access sensitive information/data towards achieving their goals.

By occupying cybercriminals for as long as possible with decoys and traps, you can delay them from
achieving their real purpose, thus gaining valuable time to take necessary defensive actions.

@ Lay traps to catch attackers in
the event of a breach.

@ Lure and deceive attackers into
revealing information about
them.

@ Buy valuable time by delaying
and misdirecting attackers in
your network.

IDENTITY & ACCESS

ClearSkies™ Identity & Access supports you in defending against Insider Threats by aggregating
data relating to users’ identity and access management. It delivers vital and comprehensive visibility
and tracking of precisely what users are authorized to access on your organizational critical systems
and resources. Such a powerful user auditing capability also helps ensure compliance with corporate
policies and regulatory frameworks.

Keep user account statuses in check.

Easily spot suspicious or vulnerable user
accounts.

Drastically improve the auditing and
insider threat detection capabilities with
minimal effort.

Aggregation, visualization and
monitoring of statuses of potentially
thousands of user accounts.

Integration with and complementing of
other ClearSkies™ products.
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ENDPOINT

ClearSkies™ Endpoint Detection and Response (EDR) is a comprehensive Endpoint Protection
solution, fully integrated with ClearSkies™ Cloud SIEM. [t complements the detection and response
of cyber, insider and third-party threats by utilizing Behavioral Monitoring and Analysis (BMA),
which leverages ClearSkies™ advanced security analytics, and Threat Intelligence.

Get real-time visibility for faster response

Automate and orchestrate response
actions
Prevent data leakage

Simplify Incident Investigation and
Threat Hunting

Identify users’ suspicious/malicious
behaviors by using UEBA

Enhance and simplify compliance and
auditing requirements

VULNERABILITY MANAGEMENT (VM)

Focus on real threats & reduce false positives

Provide security teams with the ability to assess, prioritize, act and managed vulnerabilities from
supported Vulnerability Assessment tools (Qualys, Nessus, Nexpose, OpenVas).

() Assign vulnerabilities based on their
classification and impact.

() Associate threats with vulnerabilities
to help you orchestrate and automate
response actions.

() Drastically reduce false positive
alerts (up to 95% reduction), thus
saving valuable time and resources of
security teams towards focusing on
real threats.
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Odyssey is included in
Gartner’s 2021 Magic Quadrant,
with ClearSkies™ Cloud SIEM.
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THIRD-PARTY INTEGRATIONS

ClearSkies™ Third-Party Integrations

Extend the power of your SIEM with best-in-class SIEM integrations (Data enrichment with Third-
Party systems, applications, tools and intelligence, either through built-in integrations or via API).

Such data enrichment is categorized using a number of flag categories (i.e. database, SNMP,

business applications, security, ticketing, cloud integrations etc enabling the easy identification of
those integrations most relevant to your organization.
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MSSP PLATFORM

An Intelligent Cloud-
Based Managed
Security Operations
Platform

Cloud-based ClearSkies™ Cloud MSSP
Platform, together with its support and MSS
training scheme, empowers you to provide
top-quality Managed Security Services (MSS)
that place your organization ahead of the
competition.

Provide top-quality and cost-effective Managed
Security Services (MSS) to your customers,
positioning you as their only sensible choice.

PROFESSIONAL SERVICES

Get peace of mind knowing that the

Platform by which you offer your MSS remains
constantly maintained, is continuously fed with
Threat Intelligence, and remains compliant
with relevant regulatory frameworks.

Stand out from the competition with your own
multitenancy MSSP Platform backed by world-
class cybersecurity expertise. Here’s how:

() Brand your own white-label Managed
Security Services (MSS)

(~) Provide top-notch competitive Managed
Security Services (MSS)
Reduce your operating costs through our
cost-efficient licensing program

©

() Pay asyou grow with a scalable and
flexible service delivery model

©

Get expert ongoing support, including
onboarding, generous resources and
continuous partner training

Make the most out of your ClearSkies™

ClearSkies™ Professional Services provide a complete set of services revolving around the
ClearSkies™ Threat & Vulnerability Management Platform.

These services help you to successfully implement and improve your organizational security
posture while using ClearSkies™ products. Specifically, with ClearSkies™ Professional Services, our

experts help with the design, implementation, configuration, optimization and training needed to

get the most out of ClearSkies™ products.

Implementation Configuration

« Installation and Initial * Implementation of

Configuration Incident Escalation
¢ Onboarding of In- Process and Flows

Scope Assets

Optimization

» Effectiveness
» Endpoint Policy
* Log & Event Collection

» Security Use Case

Training

» Endpoint Policy
Assessment Configuration
» Security Analyst

Configuration

Optimization

Modelling and Adoption
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SERVICE DELIVERY MODEL

Take full control over your
security budgets

Considering the varying sizes, needs, complexity, internal

capabilities, budget constraints and cybersecurity

management maturity levels of different organizations,
ClearSkies™ Cloud SIEM is a flexible and scalable service
delivery model offered as follows: ClearSkies™ Cloud SIEM, MS/

MDR and Hybrid.

Package

Log and Event
Data collected
daily

Real-Time Analysis

Online Log and
Event Data

retention period

Offline Log and
Event Data
retention period

Number of Secure
Web Portal (SWP)

users

Minimum license

period

Endpoint Agent

Free

Endpoint
Detection &
Response Agent

ClearSkies™
Cloud SIEM

1,3,5,10..GB

ClearSkies™

Cloud SIEM on

Azure

1,3,5,10..GB

MS/MDR

1,3,5,10..GB

1,3,5,10..GB

4 weeks - 12 weeks 4 weeks 4 weeks - 12 weeks 4 weeks - 12 weeks
3 months - 12 3 months - 12 3 months - 12
3 months
months months months
Unlimited Unlimited Unlimited Unlimited

Built-in 5 with the
option for add-on

Built-in 5 with the
option for add-on

Built-in 5 with the
option for add-on

Built-in 5 with the
option for add-on

12 months 3 months 12 months 12 months
Unlimited Unlimited Unlimited Unlimited
5included 5included 5included 5included

additional can be
purchased

additional can be
purchased

additional can be
purchased

additional can be
purchased
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WHY CLEARKIES™

Why our customers keep
choosing ClearSkies™

ClearSkies™ cloud-based line of products and services offer

an array of unique innovative features based on our expertise
and experience, which reflect our understanding and ability
to anticipate the Cloud & Information Security landscape.

This allows us to develop innovation-driven products with a
customer-focused approach and flexibility to reflect customer’s

evolving needs and budget.

Adaptability based on your
needs

A flexible architecture that adapts
to your special circumstances and
environment regardless of the size or
complexity.

Simplicity & scalability of the
service delivery model

You have full control over their
security budget

Ease of Deployment

Up and running in a matter of a few
days with immediate results.

.

www.clearskiessa.com

Innovative-driven products

We constantly develop our product
to stay always one step ahead of the
rapidly expanding information-threat
landscape.




MOBILE APP

Real-time visibility
while on the go

ClearSkies™ Mobile App’s friendly intuitive
interface brings your SIEM’s user
experience to your smart device to help
you stay ahead of information-threats

as they emerge, anywhere, anytime.

£ Download on the GETITON

@& App Store ® Google Play

www.clearskiessa.com
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https://apple.co/2Ksn4X8
http://bit.ly/2WRpvZV

ODYSSEY

Your Cloud & Information
Security Partner

Odyssey is a leader in Cloud & Information Security, supporting organizations around the globe
into their cyber resilience journey.

For more than two decades, we continuously evolve our Cloud & Information Security solutions,
services and products to support our clients in effectively managing their digital risks and adhering
to compliance requirements.

Odyssey’s Advisory Services empowers you to build a cyber resilient organization to effectively
anticipate, respond, swiftly recover, and adapt to the emerging threats and vulnerabilities of a
dynamically expanding and unpredictable threat landscape.

Our holistic approach combines the ClearSkies™ Threat & Vulnerability Management Platform,
Managed Security Services (MSS), Governance, Risk & Compliance, Threat Risk Assessment
services, Cloud Security and Integrated Solutions, to support your cyber resilience efforts.

Odyssey is included in Gartner’s 2021 Magic Quadrant for Security Information
and Event Management, with ClearSkies™ Cloud SIEM.

Odyssey is ISO 27001, ISO 9001 and I1SO 22301 certified, and accredited by the Payment Card
Industry Security Standards Council (PCI SSC) as a Qualified Security Assessor (QSA). We are
also honored with the globally recognized Great Place to Work® certification, the assessment
methodology used by “The Fortune 100 Best Companies to Work in America”.

Gartner positions Odyssey
in the Magic Quadrant
due to its completeness

of vision and ability to M) ODYSSEY

execute /. y cybersecurity
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Contact Us

Cyprus (Headquarters)

1 Lefkos Anastasiades Str. 2012
Strovolos, Nicosia

T +357 22 463600
E info@clearskiessa.com

www.clearskiessa.com
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